NHdopmMaLms 06 0OCHOBHbIX BUAAaX MOLLIEHHMYeCTBA

B HacToAwee Bpems Haumbosiee pacnpoCTpaHeHHbIM CMoco60M COBepLUEHUS
MPecTynieHnii B AaHHOWN cepe ABNAETCA XULLeHWe C GAHKOBCKMX KapT rpaxpaH,
Korga 3/10YMbILW/IEHHUKN MO0 TeneoHy nNpeAcTaBAAOTCA COTPYAHUKAMU CNyX6
6e30MacHOCTN pa3/IMyHbIX 6aHKOB M MOA Pa3MYHbIMKA NpeanoraMmu MoayvatoT OT
noTepnesLNX HOMep 6aHKOBCKOW KapTobl, kog CVV (3 ungpbl Ha 06paTHOM CTOPOHE
KapTbl), a TakXe naponu, npuxoauswive no SMS, HeobXoauMmble ANS NPOBEAEHUS
(hMHaHCOBbLIX OnepaLnia.

3ayacTyto noTepneBlUMe, HaxOAACb MO BAMAHMEM MOLUEHHMKOB, Camu
CHUMAIOT [eHbIM, B TOM 4ucne ohopmaAtoT Ha cebs KpeauTbl, W MepPeBOAAT MX Ha
abOHEHTCKMEe HOMepa UK CYeTa, YKasaHHbIe 3/10YMblLLIEHHUKAMMU.

TakKe 3/10yMbILW/IEHHUKN MOTYT COOOLWUTL MOTeprneBlWNM O HEO6X04MMOCTH
YCTaHOB/IEHMSA Ha CMapT(OH, KOMMbIOTEP WM NNAHWeET pasIMYHbIX MPorpamm
(«Anydesk», «Quick support», «Teamviever» 1 fp.), Bblgasas ux, B TOM 4ucne, 3a
aHTUBUPYCHbIe, TMO3BONAKOWMX MOLUEHHUKAM AUCTAHUMOHHO, T.e. YyAaneHHbIM
[OCTYIOM, YNpaB/AaTb CMapTHOHOM, HOYTOYKOM WX NNAHLWETOM W, KaK CNeAcTBue,
OCYLLECTBNATb OHMAlH MepeBofbl OT WMEHM MNOTEPMneBLUMX 4Yepe3 WX NNYHbIN
KabuHeT.

B xofe TeneOHHbLIX pasroBOPOB MOLUEHHMKM MOFYT COOOWMUTL Ballu
NnepcoHanbHble AaHHble: WO, aaTy poXAeHUS, NacnopTHbIE AaHHbIE, a TaKXe Aaxe
nocnefHve onepauuy no Bawum cuyeTaM. Kpome TOro, MPecTymHWMKMK, MCNONb3ys
BO3MOXHOCTW IP-TenedoHMM, MOTYT OCYLLLECTBAATb 3BOHKN C aBOHEHTCKMX HOMEPOB,
CXOXMX WM MAEHTUYHBLIX OMUUManbHbIM HOMepaM 6aHKOB, YKa3aHHbIM Ha
06OpPOTHOW CTOpPOHe KapT, WAN MPaBOOXPaHUTE/IbHbIX OpraHoB, B TOM 4ucre
oK.

UT06bI He CcTaTb XXepTBO NMOAOOHbLIX MPECTYNNEHNIA HEOOX0AMMO NOMHUTb, YTO
HacTosWmMe COTPYAHUKM 6GaHKOB HWMKOrAa He 3BOHAT K/AMEHTaM W He MpocAT
COOOLMNTL MM KaKyl-11Mbo WHMOpMaLUIO, Kacarollytocs KakK MX NepcoHanbHbIX
AaHHbIX, TaK N GaHKOBCKOWM KapTbl. HX npu Kakux 06CTOATENbCTBAX He pa3rnallainTe
HWKOMY, BKNKOYas COTPYAHUKOB 6aHKOB, Maposiv Ha NpoBejeHune onepaunid. Maposb
ana Bxoga B cucteMy «baHK OHNalH» 3TO Balla NIMYHAA KOHM(UAeHUmManbHas
MHopmauma. Takxke, He B KOeM C/iydyae He CTOMT YycTaHae/ivMBaTb MO MpoCbbe
HEN3BECTHbIX /UL, KaKne-nnmoo NpunoXXeHns (nporpammol).

MHble crnocobbl MOLIEHHUYECTBa, COBEPLUEHHbIE ANCTAHLMOHHBIM COCO60M.

C ucnosb3oBaHneM ceTu VIHTepHeT:

L lMNyTtem nonyyeHunsa npegonnatel B pa3mepe o 100% 3a ToBap WAU ycnyry c
MOMOLLbIO CO3[aHMS «OAHOJHEBHbLIX» WHTEPHET-MarasuHoB U CalTOB-ABOMHUKOB; C
MCNOoNb30BaHWEM WHTepHeT-M/IoWaA0K MO Mpojaxe TOBapoB W ycnyr (canThbl
«ABUTO», «KOna» 1 Ap.); B coumasbHbIX CETAX «B KOHTaKTe», «OAHOKNACCHUKN» W
T.A.

Mpexae 4yem 3aka3aTb ToBap B IHTepHeTe MOYMTaNTE OT3bIBbl Ha PasHbIX
cailTax O [aHHOM WHTepHeT-MarasMHe WM BUPTyaslbHOM MpoJasle, B Cnyyae
HannMuna Bbl cpa3y OOHapy>XuUTe OTpULATe/IbHbIe OT3biBbl, OTCYTCTBME OT3bIBOB O
BbIOpaHHOM BaMW MWHTEpPHET-MarasuHe TrOBOPMUT O KOPOTKOM [Mepuode ero
CyLLECTBOBaHWSI.

BHUMaTeNbHO YMTaTE Ha3BaHUA HTepHeT-marasuHa nnu opraHusauum rae Bbl



nnaHupyeTe NpuobpecTy Kakne-nmbo ToBapbl, B TOM YMC/e NOKynKa 6uneToB Ha BCe
BUAbI TpaHcnopTa, onnara ycnyr u KpeguTtoe. Tem cambiM Bbl n36exuTe canTos-
KnoHoB. CTtapanTecb m3beratb MOKYMNKWM TOBapa no npegonnare. Ecny ueHa ToBapa
ropasfo HMXe LeHbl B 00bIYHbIX PO3HUYHBIX MarasuHax, Tak U B ApYyrux UHTEPHeT-
marasuHax, nMbo Ha pblHKe B Le/oM (Hanpumep, Npuv npofaxe aBTOMALUMHBI MO
3aHVKEHHON CTOMMOCTW), 3TO MOBOA HACTOPOXUTLCA.

2 [lyTtem nonyyeHus WHpopmaLMuM OT fivMua, pasMecTUBLUEro 06bABMIEHWE O
npofaxe Kakoro-nMbo ToBapa, O MOMHbIX PeKBM3UTaxX ero 6aHKOBCKOM KapThbl
(Homep, CpoK gencTeus, faHHble gepxkartens, CVC-kop), AK0oObl, C LEeNblo BHECEHUS
npegonnarbl, C MOCMeAYHOWMM XULEHNEM C Hee [AeHeXHbIX CPefCTB, WCMOo/b3ys
MONyYeHHbIe JaHHbIe,

He coobwante Heu3BeCTHOMY Kakyk-1Mb0 WH(popMauuio, KacarLwyrcs
6aHKOBCKOW KapTbl - 4151 OCYLLECTB/IEHMSA MepeBoja TpebyeTcs TONIbKO HOMeP KapThl,
NM60o NPUBA3aHHbLIA K Hell aBOHEHTCKMIA HOMep. Hu npu Kaknx 06CTOATENbCTBaX He
coobLyanTe Naponn Ha NposefeHue onepaunid. Maponb Ans BXoda B cucTeMy «baHK
OHnarH» 3T0 Balla IMYHas KOH(PUaeHUanbHas nHpopmaums.

2 C ucnonb3oBaHMEM CCbINIOK B CeTU «WHTepHeT», NepeHanpaBnsoLWNX Ha
«ULMHroBble»  (NoAAeNbHbIE)  CailTbl,  MPELOCTaBNEHHbIX  MOLUEHHMKaMK
MoTepreBWMM MNPY Onnate TOBapa, pasMelleHHOro Ha canTtax «ABUTO», «kOna» u
APYruX, a TakxKe npu NoKynke X/a n aBnabunetos, 6UNeToB B KNHOTeATpbI.

He nepexoguTe no npuciaHHbIM HE3HAKOMbIMW NINLAMU CCbI/IKam U He BBOAUTE
[aHHble CBOMX BAHKOBCKMUX KapT.

£ Bs3nom cTpaHuy nosnb3oBaTenein B COUManbHbIX CETSAX, B OCHOBHOM
«BKoOHTaKTe» N «OAHOKNACHUKM», U Paccbifika COOOLEHNI «ApY3bAM» OT UMEHMU
[AHHOI0 Mosb30BaTeNs ¢ NPOCbOO OA0MKUTL LEHEr, KOTOPbIE HY>KHO MepeBecTU Ha
yKa3aHHble abOHEHTCKMe HoMepa UM 6aHKOBCKME KapTbl.

Mpexpae 4eM OCyLWeCTBUTb MepPeBOf MO3BOHWUTE CBOEMY [Apyry, OT KOTOPOro
MPULLIO COOOLLEHNE, U YTOUHUTE MHDOPMALMIO.

5 TMyTem nonfyyeHWs [AeHEXHbIX CPeAcTB OT MOTEPMneBLWMX MNpKU, AKOObI,
BHECEHUM CTaBOK Ha (POHA0BbLIX U UHbIX BUpXKax.

MpeXae 4eM BHOCWUTb [eHbIM MNOYMTANTe OT3biBbl HA Pa3/IMYHbLIX canhTax B
VHTepHeTe, y3HalTe K HOPUCANKLMM KAKON CTPaHbl OTHOCUTCA AeATe/IbHOCTb JaHHOM
opraHusaumn, a Takxe 03HaKOMbTECh C MpaBuiammn 1 yCroBUAMN ee AesATeNIbHOCTN.

C wucnosb3oBaHMEM CpPeACTB COTOBOM CBA3M MyTeM COOOLLEHUS rpaxjaHam
3aBefJOMO JIOXXHOW MH(opMauun:

L O HapyweHunm wux O61U3KAMWU  POACTBEHHMKaMW  [eACTBYIOLLENO
3aKoHoaaTenbcTBa (cosepiieHve AT, NPUYMHEHUE TENECHbIX MNOBPEXAEHNNA,
XpaHeHWe HApPKOTMKOB M T.M.), C Ue/fbi0 nepefayn noTteprneBlIMU  AeHeXHbIX
CpeAcTB 4epe3 MOCPeAHMKOB, MO0 NepeBOf WX Yepe3 TepMuHasibl onnatbl NS
paspeLleHns CNoXuBLLenca cutyaumnn. MNpu 3TOM MOLUEHHUKW CTaparoTcs AepKaTb
«KEepTBY» BCerfa Ha CBfi3W, C LEeNbl0 WCK/OYEHUA KakKUX-Nnbo [AeACTBUI C ee
CTOPOHbI MO NPOBepKe MH(OopMaL K.

Heobxo4MMO Nepe3BOHUTbL Ha U3BECTHbIE aOOHEHTCKME HOMepa LY, KOTOPbIM
NpeAcTaBnsaeTca 3/10YMbILWIEHHMK, NM60 POACTBEHHMKAM, C LENbH BbIACHEHWA
[AENCTBUTENBHOCTU  NPOU30OLWEeAWNX CcOObITMIA. TTONPOCUTL 3BOHALWLEro HasBaTtb



Kakne-nnbo fJaHHble nnua, KOTopbiM OH npeacTasBnsetcs (d.M.0., gata poxaeHus,
MECTO XWTeNbCTBA, AaHHble POACTBEHHNKOB, KaKue-nnbo akTbl 13 XXU3HN U T.4.).

2 O BO3MOXHOCTWM MONYYEHUS KOMMeHcauun 3a paHee MpPUOBPETEHHbIE
HeKayeCTBEHHble TOBapbl WM  OKa3aHHblE YCAyru, [N 4Yero Heob6XxoaMmo
NepeyvncnnTb ONPeAeneHHbIA MPOLEHT OT NoaratoLLencs CyMMbl.

CneayeT 3HaTb, 4YTO Pas3/IMYHble KOMMEHCALUK BbINMa4YMBaKOTCS rpaxKgaHam
TO/IbKO NPW UX IMYHOM NMUCbMEHHOM 06paLleHUN B COOTBETCTBYHOLLME OpraHu3aLuu.
Hunkakune npouUeHTbI 3a BbiNaTy KOMMEHCALUNA He yniavynBaroTCs.

2 $KoObl, 13 NOMUKINHUKA UK 60MbHULUBLI, O TOM, 4YTO Y Bac unn y Bawmnx
POACTBEHHMKOB OOHapPY>XWNuM CTpallHbIA AnarHo3, U 4YToObl BblNEYUTbL 0O0NE3Hb
Heo6X04MMO MepeBecTn AeHbIV 3a NIEKapCTBa.

Heo6Xx0AMMO MOMHUTbL, YTO HaCTOALWMIA Bpay HMKOrga He Oy[eT 3BOHWUTbL Bam
No TeneoHy 1 coobLLaTh O «CTPALLIHOM ANArHO3e» WX NPOCUTb NEPEBECTU AEHbIN
3a NneKapcTBa.

2 C npocbboit KynnTb NPOAYKTbI, CAUPTHOE, LBETbl U T.M., 4OCTaBUTb UX MO
YyKaszaHHOMY afipecy, a MonyTHO NEPeYnCINTbL AEHEeXHble cpeAcTBa Ha TenegoH, C
3aBEPEHUEM, YTO AEHbLIN BEPHYT Mo NPUOLITUIO Ha afipec 3aKa3uvuka.

Ecnn Bbl UCNOMHsETE KakKoe-NM60 MopyyeHWe Mo TenedoHy, AOCTaBnseTe
3aKasbl, TO He cfeflyeT nepeBOAUTb [eHblM Ha He3HaKOMble TenetoHbl, CHauvana
[AOCTaBbTe TOBAapP MO Ha3HAYEHMIO M Ha MeCTe OnpeaennuTech C 3aKa3vmKoM.

Kpome AMCTaHUMOHHbLIX MOLUEHHMYECTB rpaXJaHe CTaHOBATCA XepTBamu W
KOHTaKTHbIX MOLUEHHMYECTB, COBEPLUEHHBIX MOA BMAOM COLMaNbHbIX PabOTHUKOB,
COTPYAHMKOB pas/inyHbIX opraHusaymini (ropras, ropceeT, [MeHCUOHHbIA (oHA,
MeANLNHCKNE paboTHUKM 1 T.4.). MNpeanoraMyu MoOryT 6bITb: CPOUYHbIA OOMEH [EHer,
Haf6aBKM K MEHCUW, NPOBEPKa ra3oBoro uUavM BOAAHOro 06opyAoBaHMA, nepepacyeT
KBapTnnatbl, MPeEMUN BeTepaHam, npogaxa BAL0B, MeAUUMHCKMX NPUBOPOB WK
APYTUX pas/inyHbIX TOBAapOB MO /NbrOTHbIM UeHaM W T.n. OCHOBHasd Lefb
310YMbILUNIEHHWKOB - Y3HaTb, e XPaHATCS [EeHEeXHble CPeACTBa «KEepTBbI», Noc/e
Yero OTB/IEYb €e BHMMAHME U COBEPLUNTbL UX XULLEHWE. TakxXe NpeasioromMm MOXeT
ObITb rafiaHne, CHATNE AKOObI HANOXXEHHOW NOPYK, UCLeIEHNe OT 3a60/1eBaHNIA.

Kak noHaTb 06MaH:

- 06 06MeHe [IeHEeXHbIX CPeACTB UM NPOBeAEHUN KaKuxX-nnbo pedopm 3apaHee
OyaeT coobulaTbecs B pa3nnMyHbiXx CMW (TeneBuaeHne, pagno, nevaTHble n3gaHus), B
OTAENeHNAX 6aHKOB, YUPEXAEHMAX COLMWAaNbHOM MONUTUKK, MEHCUOHHOrO (oHa u
T.0.

- Y3HaTb, YTO 3a OpraHM3auuMio NMPeacTaBASAT Npullealne n, NO3BOHMUB Tyaa,
y3HaTb, €CTb /1M TaM TakKue COTPYAHWKM W NPOBOAUTCA M 06X04 AOMOB MO
0603HauYeHHOMY BOMNPOCY; NOMPOCUTbL NPeAbABUTbL YAOCTOBEPEHNE;

- YBEOMUTb POACTBEHHNKOB ()KenaTenbHO NOMPOCUTL NOAbLEXATb);

- N03BaTb COCeMEN;

- MO3BOHUTb 3aKPENNEHHOMY COLManbHOMY PabOTHUKY;

- HE CTOMUT MNOKyNnaTb Y HEWU3BECTHbIX HWKAKUX NEKAPCTBEHHbIX MPenapaTos,
razoaHanmM3aTopoB, CYETUMKOB, (WUILTPOB [N BO/bl, XO3AWCTBEHHbLIX TOBApOB,
MeANLMHCKMX NPM60opoB 1 T.10.



